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Policies
The information contained in the table below defines the rules, procedures, and processes that PerceptIS should follow in supporting your environment. Some of the questions may require input from several divisions or departments and are designed to bring attention to underlying assumptions about the relationship between PerceptIS and University of Virginia.

Please fill out the form as completely as possible.

	Area
	Policy

	Warm handoff to Tier 2 (on-campus help desk)

· If a user asks for a particular tech?

· If a user asks for someone else on campus?

· For a problem that the agent cannot solve?
	

	Out of scope requests
· What is out of scope?

· What should PerceptIS do with these requests?

· Create a ticket but resolve it immediately?

· Don’t create a ticket?

· Give the user a phone number for the appropriate area?

· Warm transfer during business hours?
	

	Resetting system passwords
· Are the agents allowed to reset passwords?
	

	Typical turnaround time from Tier 2
· When should a user expect a response from Tier 2?

· By what contact method should users expect to hear from Tier 2?
	

	Means of identity verification
· What needs to be verified by the user before we make any account changes?
	

	Necessary greeting
· Usually, this is “Thank you for calling the help desk. This is NAME. How can I help you today?”
	

	Process for disabled or locked accounts
· Is PerceptIS allowed to unlock?

· If not, is PerceptIS allowed to tell the user that the account is locked or disabled?
	

	Remote access to users’ computers
· Is PerceptIS allowed to use remote access?

· Is PerceptIS allowed to change any settings?
	

	Account creation turnaround time
· After a user is accepted, how long does it take for his/her account to be created?

· After a user registers for a course, how long does it take for the course to show in the LMS?

· Are all the accounts created at once?

· At semester starts, do you run batch files for registration/user creation? If so, at what times?
	

	Password reset turnaround time
· How long does it take for password resets/changes to filter through all the systems?
	

	PerceptIS appearance to end users
· Are we agents of the college or is it okay for them to know that we’re PerceptIS?
	

	Security forms
· What security forms do new agents need to fill out?

· Is there any expiration on security forms?

· Where does the security form live normally?
	

	Process for requesting new agent accts
· To whom should PerceptIS direct new agent acct requests? Termination notices? 

· By what method should PerceptIS communicate this need?

· What information do you need from the POC?
	

	Process for resetting agent passwords to systems
· How are agent pws reset? Can we reset them?
	

	Urgency definitions 

· What makes an incident a low, medium, high, or urgent situation?

· How does that break along the tiers?

· What should an analyst do in each situation?
	

	Unplanned Outage procedure

· What constitutes an outage? How many calls how close together means an outage?

· Will IT staff report an outage to the HD? How? We do have an emergency tech line.

· What must PerceptIS do to notify users of an outage? Message before phone greeting is common.

· Who will update the self-help site?

· Do different areas have different contacts? i.e. LMS, email, etc.

· What is the contact method and procedure?

· Does a ticket need to be created?
	

	Planned Outage procedure

· How does the IT Dept notify the HD of a planned outage?

· Is a message on the phone line required?

· Is a message on the self-help site required?
	

	VIP procedure

· How are VIPs identified?

· What makes someone a VIP?

· How should an agent handle a VIP call?

· Should an analyst transfer the call if possible to an on-campus tech?

· What should the urgency setting be on any ticket created?
	


Tier 1 vs. Tier 2  Responsibilities 
In determining Tier 1 vs. Tier 2 responsibilities, consider the following:

· PerceptIS agent access to the required system

· Other security requirements

· Complexity of the solution (generally, keep calls under 10-15 minutes  unless otherwise negotiated)

· The frequency of a problem

· VIP status and whether the status requires a different response from the agent.
For some of the areas listed below, Tier 1 vs. Tier 2 is not an issue. In those cases, please leave the Tier 2 issues box blank and use Tier 1 for your notes.

	Area
	Items
	Tier 1 issues
	Tier 2 issues

	Important Phone Numbers


	· Registrar

· Student Services

· Financial Aid

· Bursar’s Office
	
	

	Quick Links 
	URLs for the following:

· Home Page

· IT Page

· Login screens

· Password reset tool

· Directory

· External (client) knowledge base

· E-mail

· Self-Help

· Forms
	
	

	Passwords


	· Guide to passwords for client, what each is used for

· Password reset procedure/policies

· Self-reset guide
	
	

	Escalation Processes


	· Escalation list

· Chart that shows paths for various issues and instructions on escalation procedure
	
	

	Category-specific FAQ


	· Lists of FAQs for special apps, accounts, etc.
	
	

	Hardware
	· Hardware devices

· What hardware we support

· Escalation process for each type of device, if necessary.
	
	

	Software


	· Software programs

· What software we support
· Common problems
· Escalation process for each piece of software, if necessary.
	
	

	Network


	· Wired: Faculty/Staff and Student

· Troubleshooting first time connection

· Troubleshooting subsequent connection

· Information on jacks/ports

· Requirements before connecting to the network

· Cisco Clean Access?

· Antivirus?

· Registration of MAC address

· Authentication

· Difference between fac/staff and student connections

· Escalation process

· Wireless: Guest

· Troubleshooting first time connection

· Troubleshooting subsequent connection

· Information on jacks/ports

· Requirements before connecting to the network

· Cisco Clean Access?

· Antivirus?

· Registration of MAC address

· Authentication

· Location of access points

· Escalation process

· Wireless: Affiliated

· Troubleshooting first time connection

· Troubleshooting subsequent connection

· Information on jacks/ports

· Requirements before connecting to the network

· Cisco Clean Access?

· Antivirus?

· Registration of MAC address

· Authentication

· Location of access points

· Escalation process

· VPN

· Troubleshooting first time connection

· Troubleshooting subsequent connection

· Information on jacks/ports

· Requirements before connecting to the network

· Cisco Clean Access?

· Antivirus?

· Registration of MAC address

· Authentication

· Escalation process
	
	

	Phones


	· Making a conference call

· FAQ about residence hall phones: 

· How to install phone

· Who to contact for support

· Who provides the phone

· How to dial out

· Which numbers can res hall phones dial

· Making long distance calls

· Voicemail passwords (reset)

· Directing users to phone support (if it is another service provider)

· Troubleshooting no dial tone

· Faculty: how to request a phone or phone line move, add, and change
	
	

	LMS


	· Announcements

· Assignments

· Assessments

· SafeAssign

· Selective Release

· Discussions

· Mail

· Other tools

· Syllabus tool

· Group manager

· Media Library

· Web Links

· File Manager

· Gradebook

·  Creating/modifying course content
	
	

	Email – Students vs. Faculty
	· Articles on e-mail accounts, policies, credentials, etc.

· Login instructions
	
	

	SIS/Portal


	· Information on SIS for the school

· Logging in

· Access issues

· Requesting access

· Course not listed
	
	

	Phone/Email Contacts for Tier 2
	· List of important tier 2 contacts for fast reference
	
	

	Ticketing System if not Remedy


	· Training docs (basic how-to’s) on ticketing system 

· Creating a ticket

· Searching for a ticket

· Editing a ticket
	
	

	Resolver Groups
	· List of resolver groups (Remedy or other ticketing system) and what each group covers
	
	

	Any other application or services that may reach the help desk
	· 
	
	

	
	· 
	
	

	
	· 
	
	

	
	· 
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